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Abstract 

Fog Computing is one of the key areas of research with the exceedingly strong 

systems to adapt to the issues of postponement and execution from Internet of 

Things (IoT). The key concentration in this piece of work is to determine the fog 

based applications with the presentation excellent condition. In this examination 

composition, the different and huge points of view of the fog based computing with 

the execution perspectives are exhibited on the particular elements of security and 

respectability with the trust based models. The tale and successful trust engineering 

is given the improvement perspectives with the base correspondence to Internet of 

Things (IoT) by means of Cloud utilizing fogging. 

Keywords: Fog Computing, Internet of Things, IoT Integrity, IoT Security 

 

Introduction 

Now days, enormous devices and gadgets are connected with advance wireless 

technologies for different applications including communication, surveillance, 

security, messaging, social media, defense, smart regions and many others [1]. 

These deployments are traditionally associated with different paradigms including 

Internet of Things (IoT), Fog Computing, Edge Computing and Cloud Computing [2]. 

All of these deployments need effective and high performance network environment 
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for better and performance aware communication and spawn the areas of research 

in respective domain [3]. 

 

In case of IoT, there are smart objects and gadgets which are connected with 

wireless technologies for real time communication and transmission of signals. From 

different research reports, it is found that by year 2020 there will be more than 30 

billion connected devices using IoT. In addition, the market size of IoT is predicted to 

be more than 8 Trillion Dollars by year 2020. 

 

The worldview of fog computing is incorporated with the security lightweight 

cryptography approaches in the middleware of proposed model. The proposed 

design will be outfitted with the legal module so the logging of every single 

transmission should be possible for prescient examination. What's more, the 

utilization of delicate computing or meta-heuristic methodologies will be incorporated. 

Utilizing such methodologies, the higher degree of improvement in the 

powerlessness and the successful channel can be distinguished [4]. The original 

copy displays the reenactment of fog computing for security and uprightness in the 

Cloud and fog based condition that can be additionally reached out towards the dew 

computing based models in arranged applications [5]. 

 

Fog Computing Based Network Environment 

Now days, the term Fog Computing is getting huge prominence for the network 

based smart environment. The term Fog Computing was presented by Cisco with the 

motive to extend the cloud computing near to the control and management region of 

the end-users [6]. Fog Computing enable the users to access the services and 

objects without dependency on Internet [7]. 
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Fog Computing is closer to the users accessing the services that makes the access 

speed very fast as compared to the cloud computing based delivery. Fog Computing 

is also associated with the terms “Fogging” and “Fog Networking” [8]. 

 

Table 1: Prominent Tools and Libraries for Cloud, Fog and Network Simulation 

Software Suite Official Web Based Link 

iFogSim https://github.com/Cloudslab/iFogSim 

CISCO Packet Tracer https://www.netacad.com/courses/packet-

tracer 

CNET http://www.csse.uwa.edu.au/cnet/ 

CORE https://www.nrl.navy.mil/itd/ncs/products/core 

Cloonix http://clownix.net/ 

DSA http://www.iot-dsa.org/ 

GLOMOSIM http://pcl.cs.ucla.edu/projects/glomosim 

GNS-3 http://www.gns-3.net 

IMUNES https://github.com/imunes/ 

IoTivity https://www.iotivity.org/ 

JIST / SWANS http://jist.ece.cornell.edu/ 

JSIM https://www.physiome.org/jsim/ 

MIMIC http://www.gambitcomm.com 

MOBIREAL http://www.mobireal.net 

MiniNet http://mininet.org/ 

NCTUNS http://nsl10.csie.nctu.edu.tw 

NETSIM http://www.tetcos.com/software.html 

NS2 http://www.isi.edu/nsnam/ns 

NetKit http://wiki.netkit.org/ 

Node-RED http://nodered.org/ 
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Ns-3 https://www.nsnam.org/ 

Ns-3 mmWave https://apps.nsnam.org/app/mmwave/ 

OMNET++ http://www.omnetpp.org 

OPNET http://www.opnet.com/ 

OpenIoT http://www.openiot.eu/ 

PARSEC http://pcl.cs.ucla.edu/projects/parsec/ 

PHYSIM http://tetcos.com/physim.html 

PSIM https://powersimtech.com/products/psim/ 

PeerSim http://peersim.sourceforge.net/ 

QUALNET http://www.scalable-networks.com/ 

SNMP http://snmpsim.sourceforge.net/download.html 

Shadow https://shadow.github.io/ 

TRAFFIC http://members.iinet.net.au/~clark/ 

VNX / VNUML http://www.dit.upm.es/~vnx/ 

WEBNMS http://www.webnms.com 

Zetta http://www.zettajs.org/ 

 

 

 

Figure 1. Cloud, Edge and Devices in Fog Computing 
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IFogSim is the key focus of the implementation for fog and edge based computing in 

this manuscript whereby the higher performance tools and libraries are enabled. 

IFogSim is having assorted tools and framework based packages which are used for 

greater values in the Cloud based network with the higher levels of integrity and 

performance [9]. 

 

The implementation perspectives are as follows which are used for the iFogSim 

based analytics and performance evaluations using Java based frameworks 

• Eclipse IDE 

• JDK 

• iFogSim 

• Cloud Analyst 

• Notepad++ 

 

The test system underpins assessment of asset administration arrangements 

concentrating on their effect on inertness, energy utilization, organize clog and 

operational expenses. It mimics edge gadgets, Cloud server farms, and system 

connects to quantify execution measurements.  

 

To work with iFogSim in Graphical User Interface (GUI) Mode, there is the need to a 

record FogGUI.java in projects folder [10]. 
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Figure 2: Programming Panel of Eclipse for Fog Computing 

 

The programming model as in Figure 2 of iFogSim is having multiple libraries for 

different applications and simulations including the following 

• Topologies 

• Scheduler 

• Broker 

• Fog Devices 

• Sensors 

• Actuators 

• Module Placements 

• Controllers 

• Policy Handlers 

• Key Schedulers 

• Stream Operators 

 

In Fog Topology Creator, there is Graph Menu. There is the option to import the 

topology  
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Any type of fog computing based topology can be dynamically created with the 

scheduling of the tasks and the processes to be executed for the simulation process. 

 

On execution, the output can be viewed in the Console of Eclipse IDE. In iFogSim, 

there are different scenarios for multiple applications which can be simulated 

including Software Defined Networking (SDN) and its integration with Cloud and fog 

computing. 

 

Key Modules 

• Fog Simulator 

• Performance Measure Attributes 

 

Figure 3: Importing Topology in the GUI in Fog Simulation 
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As in Figure 3, in the base installation of iFogSim, there are number of case studies 

which are implemented and programmed. For example, there is a case study of 

Intelligent Surveillance in the panel. On its execution, the evaluation of different 

parameters can be done including Energy, Cost Factor, Camera Performance and 

others as follows 

 

 

Figure 4: Dynamic Topology with Fog Nodes 

 

Initiating DATA CENTER NETWORKS WITH FOG AND MIST... 

Analytics of operator fog integrated on secured and energy aware Cloud based 

device d-0 successful. 

Analytics of operator object tracker on secured and energy aware Cloud based 

device d-0 successful. 

High Performance Execution user interface on secured and energy aware Cloud 

based device Cloud 

High Performance Execution fog-integrated on secured and energy aware Cloud 

based device d-0 

High Performance Execution object tracker on secured and energy aware Cloud 

based device d-0 

High Performance Execution fog-integrated-movement on secured and energy 

aware Cloud based device mb-0-0 
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High Performance Execution fog-integrated-movement on secured and energy 

aware Cloud based device mb-0-1 

High Performance Execution fog-integrated-movement on secured and energy 

aware Cloud based device mb-0-1 

High Performance Execution fog-integrated-movement on secured and energy 

aware Cloud based device mb-0-3 

0.0 Evaluated application Data Center Networks with Fog and Mist 

OPERATIONS AND PROCESS TIME IN FOG: 1583 

APPLICATION LOOP DELAYS 

 [Fog, fog-integrated, object tracker] ---> 5.357 

[Object tracker, PTZ_CONTROL] ---> 3.1100363 

=================================== 

TUPLE CPU EXECUTION DELAY 

=================================== 

MOVEMENT_VIDEO_VALUE ---> 1.95 

DETECTED_OBJECT ---> 0.11 

OBJECT_LOCATION ---> 1.51 

CAMERA ---> 1.10 

=================================== 

Cloud: Energy Consumed = 1.3338414451551037E7 

Proxy server: Energy Consumed = 834331.9999999987 

d: Energy Consumed = 1048835.431000001 

Cloud: 0 modules of Operator connector is already placed on device Cloud 

Placed Modules: [EEG, DISPLAY, client, client, classifier, Modules to place: [] 

You can rest in peace. Connector can be created in Cloud 

NEW PATH 

On device m-0-1 

Currently placed operators = [EEG, DISPLAY] 
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Client----->DISPLAY: 0.01 

Client----->classifier: 0.17647058823529416 

Classifier----->client: 0.17647058823529416 

Client----->DISPLAY: 0.17647058823529416 

Placed Modules: [EEG, DISPLAY] 

 

CONCLUSION 

There are huge complexities and areas of research in fog joined convenient Cloud 

based frameworks including the Security, Privacy and Integrity, Trust Models and 

Authentication, Data Aggregation and Access Control, Improvements in the 

Handover of Networks, Mobile Fog Computing, Energy Optimization and Resource 

Management, IoT Micro-Services, Quality of Experience, Smart Grid Architectures, 

Offloading in Fog Networking, Migration Modeling, Integration with Machine Learning 

and Deep Learning, Virtualization Enabled Fog, Geospatial Data Analysis and 

various others. Moreover, the new sort of frameworks and structures can be 

considered with the terms as Rime Network, Smog Network, Haze Network, Dew 

Networks and similar perfect models. The simulation of resource constraint 

environment is very important tasks as huge cost is associated with the actual 

implementations. In case of cellular or wireless networks, there is need to integrate 

enormous resources including Towers, Base Stations, Smartphones, Computing 

Devices, Servers and many others. 
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